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http://www.hl7.org/memonly/downloads/Attachment_Specifications/
HIPAA_and_Claims_Attachments_White_Paper_20040518.pdf
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A Sample of HeMX Hemodialysis Document
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A Sample of HeMX Hemodialysis Document (cont.)
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A Sample of Mobile Healthcare Services
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Name
Age
Sex

Address
Phone Number

Fax Number
E-mail Address

Family composition
Employment status
DNA Profile
Voice
Fingerprints
Social Security Number
Medical Record Number

identifiable sensitive
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<Retentions>RETENTIONS

<Obligations>OBLIGATIONS

<Subjects>RECIPIENTS

<resource:purpose> 
<action:purpose>

PURPOSES

XACML ImplementationExtended RBAC 
Entities

<PolicySet>,<Policy>PRMS

<Actions>OPS

<Resources>OBJECTS

<Subject Attributes>ROLES

<Subjects>USERS

�0����
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Implementation

Core RBAC
Entities

Recipient(s)
Privacy Access Control Model

Core RBAC Model

PURPOSES RECIPIENTS RETENTIONSOBLIGATIONS

Request

Response

Purpose(s)

Retention

Object

Operation

Subject

ACCESS
_LOGS

Obligation(s)

Decision

PRMS

USERS ROLES

SUBJECTS

OPS OBJECTS

Communication_Channel

Acknowledgement
(If applicable)

EVENTS

EventSubject

COMMUNICATION
_CHANNELS

TIMESTAMP
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<Policy  RuleCombiningAlgId="urn:oasis:names:tc:xac ml:1.0:
rule-combining-algorithm:deny-overrides">

<Description>An example policy </Description>
<Rule Effect="Permit">

<Description>
Julius Hibbert can read Bart Simpson's medical reco rd for 
medical treatment purpose if she follows the obliga tion 
“No disclosure” and “No retention”

</Description>
<Subjects>

<Subject>Julius Hibbert</Subject>
</Subjects>
<Resources>

<Resource>
http://medico.com/record/patient/BartSimpson

</Resource>
</Resources>
<Actions>

<Action action:purpose = “Medical Treatment”>
</AttributeValue>read</AttributeValue> 
<recipients>Individual</recipients>

</Action>
</Actions>
<Obligations>No-disclosure</Obligations>
<Retentions>No-retention</Retentions>

</Rule>
</Policy>

Subject

Object

Purpose
Operation
Recipient

Obligation
Retention

Permission
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Policy Enforcement 
Point (PEP)

Resource 
(Object)

Policy Decision Point 
(PDP)

AttributesAttributes
Attributes

AttributesAttributesPolicies
Application 
(Requestor)

1. Request Access
to Resource

  6. Access Resource 
( If permit )

4. Retrieve 
Attributes

5. Response

2. Request

3. Retrieve
Policies

Location Constraints Location Constraints

Location Constraints

Extended policy enforcement and decision model with location constraints
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Recipient(s)
Privacy Access Control Middleware

Core RBAC Model

PURPOSES RECIPIENTS RETENTIONSOBLIGATIONS

Request

Response

Purpose(s)
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Secure Routing Protocol

Public Key Infrastructure (PKI)

Communication Security Application SecurityNote:

Wi-Fi Protected Access 2 (WPA2)

IEEE 802.1x standard Secure Service Discovery

Authorization Service

Privacy Policy
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