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Middleware

“Middleware is computer software that connects software 
components or applications. The software consists of a set of 
enabling services that allow multiple processes running on one or 
more machines to interact across a network. This technology 
evolved to provide for interoperabilityinteroperabilityinteroperabilityinteroperability in support of the move to 
client/server architecture. It is used most often to support 
complex, distributed applications. It includes web servers, 
application servers, content management systems, and similar 
tools that support application development and delivery. 
Middleware is especially integral to modern information 
technology based on XML, SOAP, Web services, and serviceXML, SOAP, Web services, and serviceXML, SOAP, Web services, and serviceXML, SOAP, Web services, and service----
oriented architectureoriented architectureoriented architectureoriented architecture.”

Online: http://en.wikipedia.org/wiki/Middleware



eXtensible Markup Language

Use XML as a data transport protocol

Designed for machine-readable format

Regular structure, and fine-grained data

W3C Standard http://www.w3c.org/XML/

Ref: Gary Schneider, Electronic Commerce, Sixth Edition
Course Technology Incorporated, 2006, ISBN 0-619-21704-9



Services Oriented Architecture

Optional



Private Information

Private Information may be managed by a 

(distributed) middleware system.

The middleware’s core should constitute an 

access control enforcement on private 

information.

Protecting private information is always seen 

as enhancing the reputation and goodwill, 

value-added service/product, and benefiting 

stakeholders of the organization.



Managing Privacy

Privacy protection of private information requires 

integration at three levels:

Organizational level: senior management needs to 

appreciate that a proper privacy policy will benefit its 

business.

Legal level: need understanding of applicable laws.

Technical level: measures and technologies for data 

security must be adopted to protect private 

information from improper access while it is being 

collected, stored, used, processed, and transferred.



Threat and Risk Analysis

Threat and Risk Analysis (TRA) helps organizations 

understand vulnerabilities they have, threats they face, 

and the possibility that they may be exploited.
Vulnerability: any weakness found in systems, either through design, 

configuration, or implementation, that could be exploited

Threats: actions that could be implemented against systems to disrupt their 

good operation by breaching existing security measures and exploiting their 

vulnerabilities. 

Attacks: threats acted upon – have a direct impact on confidentiality, 

integrity, and availability of the organization’s information assets.

The risk of each threat is evaluated against destruction, 

modification, and disclosure of information and the 

impact this will have on confidentiality, integrity, and 

availability of data.



Risk Analysis

Adapted from: Guinier, D. 1992. Object-oriented software for auditing 
information systems security: following a methodology for IS risk analysis and 
optimisation per level. ACM SIGSAC Review, Volume 10, Issue 4, Pages 22-30.



Risk Management Model

Adapted from: Gary Schneider, Electronic Commerce, Sixth Edition
Course Technology Incorporated, 2006, ISBN 0-619-21704-9



Introduction to Privacy

Privacy is a state or condition of limited access to a 

person.
Ref: SCHOEMAN, E. D. 1984. Philosophical Dimensions of Privacy: An 

Anthology. New York, NY, Cambridge Univ. Press.

Information privacy relates to an individual’s right 

to determine how, when, and to what extent 

information about the self will be released to another 

person or to an organization.

Consumers or even organizations often indicate 

that the privacy of their sensitive information is their 

foremost concern with the data transactions.



Introduction to Privacy (cont.)
Web Firms Choose Profit Over Web Firms Choose Profit Over Web Firms Choose Profit Over Web Firms Choose Profit Over 

Privacy Privacy Privacy Privacy ---- Washington Post Washington Post Washington Post Washington Post –––– July 1, 2003.July 1, 2003.July 1, 2003.July 1, 2003.

“…, almost all companies 

promise not to sell consumer 

data. But many don't mention 

that such information is rented. 

This means that the list owner 

won't release the data to an 

outside marketer, but it will send 

messages to the list on the 

outsider's behalf…”

Protecting the sensitive Protecting the sensitive Protecting the sensitive Protecting the sensitive 

information over the information over the information over the information over the ““““lawlesslawlesslawlesslawless””””

Internet is becoming more and Internet is becoming more and Internet is becoming more and Internet is becoming more and 

more important nowadays.more important nowadays.more important nowadays.more important nowadays.



Introduction to Privacy (cont.)
The US relies mostly on self-regulation and 

limited legislation.

The Privacy Act of 1974 requires that federal 

agencies:

Grant individuals access to their identifiable 

records that are maintained by the agency;

Ensure that existing information is accurate and 

timely and limit the collection of unnecessary 

information; and

Limit the disclosure of identifiable information 

to third parties.
Ref: DAVIS, J. C. 2000. Protecting Privacy in the Cyber Era. IEEE Technology and 

Society Magazine, Summer 2000, 10-22.



Introduction to Privacy (cont.)

Two of the requirements of the Europe Union 

Data Protection Directive are:

An organization must inform individuals about 

the purposes for which it collects and uses 

information about them, how to contact the 

organization and the types of third parties to 

which it discloses the information.

Personal data on EU citizens may only be 

transferred to countries outside the 27 nation 

block that adopt these rules or are deemed to 

provide “adequate protection” for the data.



Introduction to Privacy (cont.)
The US government already has a voluntary 

scheme called “Safe Harbour” to provide an 
adequate level of data protection which can 
safeguard transfers of personal data to the US 
from Europe.

The US companies doing business in the EU 
must certify to the Commerce Department that 
they will follow the regulations of the EU 
directive. 

Any violation would be subject to prosecution 
by the Federal Trade Commission (FTC) for 
deceptive business practices.
Ref: STEINKE, G. 2002. Data Privacy Approaches from US and EU Perspectives. 
Telematics and Informatics. vol. 19, 193-200.



Introduction to Privacy (cont.)



Sample Privacy Legislations 

Australia 

National Health Act in 1953

Privacy Amendment Privacy Sector Act (PAPSA) in 1998

Canada

Privacy Act in 1983

Personal Information Protection and Electronic Documents 
Act (PIPEDA) in 2004 

European Union 

The European Data Privacy Directive in 1998

Hong Kong

Personal Data (Privacy) Ordinance (PD(P)O) in 1995

United States

Health Insurance Portability and Accountability Act of 1996 
(HIPAA) in 2004



6 HIPAA Privacy Rules

1.1.1.1.1.1.1.1. The right to access, copy, The right to access, copy, The right to access, copy, The right to access, copy, The right to access, copy, The right to access, copy, The right to access, copy, The right to access, copy, 
and inspect a patientand inspect a patientand inspect a patientand inspect a patientand inspect a patientand inspect a patientand inspect a patientand inspect a patient’’’’’’’’s s s s s s s s 
own PHI. own PHI. own PHI. own PHI. own PHI. own PHI. own PHI. own PHI. 

2.2.2.2.2.2.2.2. The right to request the The right to request the The right to request the The right to request the The right to request the The right to request the The right to request the The right to request the 
correction of any correction of any correction of any correction of any correction of any correction of any correction of any correction of any 
inaccurate health inaccurate health inaccurate health inaccurate health inaccurate health inaccurate health inaccurate health inaccurate health 
information. information. information. information. information. information. information. information. 

3.3.3.3.3.3.3.3. The right to find out The right to find out The right to find out The right to find out The right to find out The right to find out The right to find out The right to find out 
where PHI has been where PHI has been where PHI has been where PHI has been where PHI has been where PHI has been where PHI has been where PHI has been 
shared for purposes shared for purposes shared for purposes shared for purposes shared for purposes shared for purposes shared for purposes shared for purposes 
other than care, payment, other than care, payment, other than care, payment, other than care, payment, other than care, payment, other than care, payment, other than care, payment, other than care, payment, 
or healthcare operations.or healthcare operations.or healthcare operations.or healthcare operations.or healthcare operations.or healthcare operations.or healthcare operations.or healthcare operations.

4.4.4.4.4.4.4.4. The right to request The right to request The right to request The right to request The right to request The right to request The right to request The right to request 
special restrictions on special restrictions on special restrictions on special restrictions on special restrictions on special restrictions on special restrictions on special restrictions on 
the use or disclosure of the use or disclosure of the use or disclosure of the use or disclosure of the use or disclosure of the use or disclosure of the use or disclosure of the use or disclosure of 
PHI. PHI. PHI. PHI. PHI. PHI. PHI. PHI. 

5.5.5.5.5.5.5.5. The right to request The right to request The right to request The right to request The right to request The right to request The right to request The right to request 
confidential confidential confidential confidential confidential confidential confidential confidential 
communications of PHI, communications of PHI, communications of PHI, communications of PHI, communications of PHI, communications of PHI, communications of PHI, communications of PHI, 
for example, to a for example, to a for example, to a for example, to a for example, to a for example, to a for example, to a for example, to a 
certain address or a certain address or a certain address or a certain address or a certain address or a certain address or a certain address or a certain address or a 
certain telephone certain telephone certain telephone certain telephone certain telephone certain telephone certain telephone certain telephone 
number. number. number. number. number. number. number. number. 

6.6.6.6.6.6.6.6. The right to file The right to file The right to file The right to file The right to file The right to file The right to file The right to file 
complaints. complaints. complaints. complaints. complaints. complaints. complaints. complaints. 



Consent Requirement



Purpose



Disclosure (Recipients)



Use (Obligations in use)



Retention



Privacy Principles

Principle 1: DataPrinciple 1: DataPrinciple 1: DataPrinciple 1: Data----level security protection principlelevel security protection principlelevel security protection principlelevel security protection principle

Principle 2: CommunicationPrinciple 2: CommunicationPrinciple 2: CommunicationPrinciple 2: Communication----level security level security level security level security 

protection principleprotection principleprotection principleprotection principle

Principle Principle Principle Principle 3: Consent 3: Consent 3: Consent 3: Consent requirementrequirementrequirementrequirement principleprincipleprincipleprinciple

1. Limitation on Purpose of Collection

2. Limitation on Data Disclosure

3. Limitation on Use

4. Limitation on Retention

Cheng, V. S. Y., and Hung, P. C. K. 2005. 
Privacy Principles for Developing Multi-legislation Compliant E-healthcare Web Services Applications
In the Proceeding of the Fourth Workshop on e-Business (WeB2005)



Web Services Privacy

In general, privacy policies describe an 
organization’s data practices what information 
they collect from individuals/ organizations 
and what (e.g., purposes) they do with it.

Need a Privacy Policy for Web services:

A document that expresses clearly and 
concisely what the data protection mechanisms 
are to achieve.

A statement of the privacy the requestor expect 
the Web services to enforce.

Privacy policies must be implemented in the 
Web Services Architecture (WSA).



AC020AC020AC020AC020 enables privacy protection for the consumer of a Web 
service across multiple domains and services. 

AR020.1AR020.1AR020.1AR020.1 the WSA must enable privacy policy statements to be 
expressed about Web services. 

AR020.2AR020.2AR020.2AR020.2 advertised Web service privacy policies must be 
expressed in P3P. 

AR020.3AR020.3AR020.3AR020.3 the WSA must enable a consumer to access a Web 
service's advertised privacy policy statement. 

AR020.5AR020.5AR020.5AR020.5 the WSA must enable delegation and propagation of 
privacy policy. 

AR020.6AR020.6AR020.6AR020.6 Web Services must not be precluded from supporting 
interactions where one or more parties of the interaction are 
anonymous. 

Web Services Architecture Requirements: W3C Working Group Note 11 February 2004

Online: www.w3.org/TR/2002/WD-wsa-reqs-20021114

www.w3.org/TR/2004/NOTE-wsa-reqs-20040211

Web Services Architecture



A permissive policy concerns those actions and accesses 

that entities are permitted to perform and an obligation 

policy concerns those actions and states that entities are 

required to perform.

…

The two kinds of policies have different enforcement 

mechanisms: a permission guard is a mechanism that can 

be used to verify that a requested action or access is 

permitted; an audit guard can only verify after the fact that 

an obligation has not been met.

…
Web Services Architecture: W3C Working Group Note 11 February 2004

Online: http://www.w3.org/TR/2004/NOTE-ws-arch-20040211/

Web Services Architecture



…

A permission guard acts as a guard enabling or disabling action to a 

resource or action. In the context of SOAP, for example, one important role 

of SOAP intermediaries is that of permission guards: the intermediary may 

not, in fact, forward a message if some security policy is violated.

…

An audit guard acts as a monitor; watching resources and agents, validating 

that obligations that have been established are respected and/or

discharged. Due to the nature of obligations it is often not possible to 

prevent obligations; instead the focus is on observing that obligations are 

respected. If an audit guard detects a policy violation, then it normally 

cannot prevent the violation; instead some form of retribution or 

remediation must be enacted. The precise forms of this are, of course, 

beyond the scope of this architecture.

…
Web Services Architecture: W3C Working Group Note 11 February 2004

Online: http://www.w3.org/TR/2004/NOTE-ws-arch-20040211/

Web Services Architecture



3.6.5 Privacy Considerations3.6.5 Privacy Considerations3.6.5 Privacy Considerations3.6.5 Privacy Considerations

Issue (privacy_needs_more_work):Issue (privacy_needs_more_work):Issue (privacy_needs_more_work):Issue (privacy_needs_more_work):

The relationship between privacy and Web services technology neeThe relationship between privacy and Web services technology neeThe relationship between privacy and Web services technology neeThe relationship between privacy and Web services technology needs ds ds ds 

clarification.clarification.clarification.clarification.

There is considerably more complexity to privacy than treated in this section.

Resolution:Resolution:Resolution:Resolution:

None recorded.

Privacy policies are typically much more of the obligatory form than access control 

policies. A policy that requires a provider agent to properly propagate P3P tags, for 

example, represents an obligation on the provider entity. However, it is not possible 

to prevent a rogue provider agent from leaking private information. Thus, it should 

be possible to monitor the public actions of the Web service to verify that the P3P 

tags are propagated appropriately.

Web Services Architecture: W3C Working Group Note 11 February 2004

Online: http://www.w3.org/TR/2004/NOTE-ws-arch-20040211/

Web Services Architecture



Adapted from:p3pbook.com/p3p-oneslide-0702.ppt with explicit permissionexplicit permissionexplicit permissionexplicit permission. 

L o r r ie  F a ith  C ra n o r   •  h t tp : / / lo r r ie . c ra n o r .o rg / 1

P la t fo rm  fo r  P r iv a c y  P la t fo rm  fo r  P r iv a c y  P re fe re n c e sP re fe re n c e s P ro je c t  (P 3 P )P ro je c t  (P 3 P )

� D e v e lo p e d  b y  th e  W o r ld  W id e  
W e b  C o n so r t ium  (W 3 C )  

� F in a l P 3 P 1 .0  R e c om m e n d a t io n  
is su e d  1 6  A p r il 2 0 0 2

� A llow s  w e b  s ite s  to  
c om m u n ic a te  a b o u t  th e ir  
p r iv a c y  p o lic ie s  in  a  s ta n d a rd  
c om p u te r - re a d a b le  fo rm a t
� D o e s  n o t  re q u ire  w e b  s ite s  to  

c h a n g e  th e ir  se rv e r  so ftw a re

� E n a b le s  th e  d e ve lo pm e n t  o f  
to o ls  (b u ilt  in to  b ro w se rs  o r  
se p a ra te  a p p lic a t io n s )  th a t

� S um m a r iz e  p r iv a c y  p o lic ie s

� C om p a re  p r iv a c y  p o lic ie s  w ith  
u se r  p re fe re n c e s

� A le rt  a n d  a d v ise  u se r s

� P 3 P  h e lp s  u se r s  u n d e rs ta n d  
p r iv a c y  p o lic ie s

� P 3 P  in c re a se s  t ra n sp a re n c y ,  
b u t  it  d o e s  n o t  se t  b a se lin e  
s ta n d a rd s  o r  e n fo rc e  p o lic ie s

� P 3 P  u se r  a ge n t  so ftw a re  
a v a ila b le  (a s  o f  J u ly  2 0 0 2 )

� M ic ro so f t  In te rn e t  E x p lo re r  6

� N e tsc a p e  N a v ig a to r  7

� A T & T  P r iv a c y  B ird
h t t p : / / p r i v a c y b i r d . c o m /

� F o r  m o re  in fo rm a t io n
� h t t p : / / w w w . w 3 . o r g / P 3 P /

� h t t p : / / p 3 p t o o l b o x . o r g /

� W eb  P r iv a c y  w ith  P 3 P
b y  L o rr ie  F a ith  C ra n o r
h t t p : / / p 3 p b o o k . c o m /

Web Services Privacy (cont.)



Web Services Privacy (cont.)



Industry

Adapted from: IBM CORPORATION. 2002. Security in a Web Services World: A Proposed 

Architecture and Roadmap, White Paper, Version 1.0. 

http://www-106.ibm.com/developerworks/library/ws-secroad/



Access ControlAccess ControlAccess ControlAccess Control

Access control is used to monitor whether or not a user has 
proper permission to access a particular object (e.g. a file), 
or to perform a particular operation assuming that the user 
is successfully authenticated.

A typical access control model involves querying for 
membership in a particular user group, possession of a 
particular clearance, or looking for that user on a 
resource’s approved access control list.

Beside all, privacy level determination in access control is 

also based on:

Regulations

User privacy preferences



RoleRoleRoleRole----Based Access Control (RBAC)Based Access Control (RBAC)Based Access Control (RBAC)Based Access Control (RBAC)

American National Standard 359-2004 
is the Information Technology industry 
consensus standard for RBAC

Adapted from: David F. Ferraiolo, Ravi Sandhu, Serban Gavrila, D. Richard Kuhn and Ramaswamy 
Chandramouli, “Proposed NIST Standard for Role-Based Access Control,ACM Transactions on Information 
and Systems Security (TISSEC),” Volume 4, Number 3, August 2001.

Core RBAC Model Core RBAC Model 



XACML

eXtensible Access Control Markup Language 

(XACML) is a general-purpose access control policy 

language used to describe policy and access control 

decision requests/responses.

The XACML is designed to support both 

centralized and decentralized policy management. 

With the support of policy assertions, XACML can 

be extended into a more comprehensive solution for 

expressing the policies. 



IETF and XACML

The Internet Engineering Task Force (IETF) defines an abstract 
model for policy enforcement which is applied by eXtensible 
Access Control Markup Language (XACML):

Policy Decision Point (PDPPolicy Decision Point (PDPPolicy Decision Point (PDPPolicy Decision Point (PDP): The point where policy 
decisions are made.

Policy Enforcement Point (PEPPolicy Enforcement Point (PEPPolicy Enforcement Point (PEPPolicy Enforcement Point (PEP): It is the logical entity or 
place on a server that enforces policies for admission 
control and policy decisions in response to a request 
wanting to access a resource on a computer or network 
server.

ResourceResourceResourceResource:::: Something of value in a network infrastructure 
to which rules or policy criteria are first applied, before 
access is granted. 

PoliciesPoliciesPoliciesPolicies:::: The combination of rules and services where rules 
define the criteria for resource access and usage. 



The IETF Policy Enforcement Model



XACML and RBAC entities

<PolicySet>
<Policy>

PRMS

<Actions>OPS

<Resources>OBJECTS

<Subject Attributes>ROLES

<Subjects>USERS

XACML ImplementationXACML ImplementationXACML ImplementationXACML ImplementationCore RBAC EntitiesCore RBAC EntitiesCore RBAC EntitiesCore RBAC Entities



RBAC Entities with Extensions

<Retentions>RETENTIONS

<Obligations>OBLIGATIONS

<Subjects>RECIPIENTS

<resource:purpose> 
<action:purpose>

PURPOSES

XACML 
Implementation

Extended 
RBAC 
Entities

<PolicySet>,<Policy>PRMS

<Actions>OPS

<Resources>OBJECTS

<Subject Attributes>ROLES

<Subjects>USERS

XACML 
Implementation

Core RBAC 
Entities

Recipient(s)
Privacy Access Control Model

Core RBAC Model

PURPOSES RECIPIENTS RETENTIONSOBLIGATIONS

Request

Response

Purpose(s)

Retention

Object

Operation

Subject

ACCESS
_LOGS

Obligation(s)

Decision

PRMS

USERS ROLES

SUBJECTS

OPS OBJECTS

Communication_Channel

Acknowledgement
(If applicable)

EVENTS

EventSubject

COMMUNICATION
_CHANNELS

TIMESTAMP



Conclusions

““““On the Internet, nobody knows youOn the Internet, nobody knows youOn the Internet, nobody knows youOn the Internet, nobody knows you’’’’re a dogre a dogre a dogre a dog....””””

The New Yorker Collection 1993The New Yorker Collection 1993The New Yorker Collection 1993The New Yorker Collection 1993



The EndThe EndThe EndThe End

Thank you for your time!Thank you for your time!Thank you for your time!Thank you for your time!

☺☺☺☺


