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SGML

Standard Generalized Markup Language
First standards established in 1986

/ A\

VA

HTML

Hypertext Markup Language X M L
First standards established in 1991

eXtensible Markup Language
First standards established in 1998

V4

XHTML

eXtensible Hypertext Markup Language
First standards established in 2000
Ref: Gary Schneider, Electronic Commerce, Sixth Edition
Course Technology Incorporated, 2006, ISBN 0-619-21704-9

FIGURE 2-5 Development of markup languages
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Web Services Requestor
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Simple Object Access Protocol (SOAR)

; Web Services
Simple Object Access Protocol (SOAP) i BI'O ker |
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Web Services Provider
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Senousness Risks Losses

Events
Direct losses
Threots /

W Accidents Indirect losses

Errors Losses of

\ Assef\\‘ - Malicious acts Con::nce

Risk 0 e
ACCESS-I Authorized . analysis

Unauthorized -= 2

o

o4

Countermeasures 2isk
Managerial - Technical - Procedural - Human MARNAYSMSNT

Adapted from: Guinier, D. 1992. Object-oriented software for auditing
information systems security: following a methodology for IS risk analysis and
optimisation per level. ACM SIGSAC Review, Volume 10, Issue 4, Pages 22-30.




Contain
and
control

Low
impact
(cost)

Ignhore

High probability

Low probability

Prevent

High
impact
(cost)

Insurance
or
backup plan

FIGURE 10-1 Risk management model

Adapted from: Gary Schneider, Electronic Commerce, Sixth Edition
Course Technology Incorporated, 2006, ISBN 0-619-21704-9
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Cheng, V. S. Y., and Hung, P. C. K. 2005.
Privacy Principles for Developing Multi-legislation Compliant E-healthcare Web Services Applications
In the Proceeding of the Fourth Workshop on e-Business (WeB2005)
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Core RBAC Model

American National Standar859-2004
Is the Information Technology industry
consensus standard for RBAC

Adapted from: David F. Ferraiolo, Ravi Sandhu, Sereavrila, D. Richard Kuhn and Ramaswamy
Chandramouli, “Proposed NIST Standard for Role-Basecess ControlACM Transactions on Information
and Systems Security (TISSE®plume 4, Number 3, August 2001.
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&IE+ # <Resources>
& <Actions>
0 <PolicySet>
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Privacy Access Control Model

| | OBLIGATIONS

|| RETENTIONS |

PRMS

ACCESS

TIMESTAMP | | Locs F

Retention

Obligation(s)

Decision

—

Response

Subject Event

Acknowledgement

(If applicable)

Recipient(s)
PurpoSe(s) | purroses || recipients
Object Core RBAC Model
|| e
—
Request | o | [P
Core RBAC XACML
Entities Implementation
USERS <Subjects>
ROLES <Subject Attributes>
OBJECTS <Resources>
OPS <Actions>
PRMS <PolicySet>,<Policy>

Extended XACML
RBAC Implementation
Entities
PURPOSES | <resource:purpose>
<action:purpose>
RECIPIENTS <Subjects>
OBLIGATIONS <Obligations>

RETENTIONS

<Retentions>
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