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Abstract

The variation of contexts in which a Web service
could be used and the resulting variation in functional
and Quality of Service (QoS) requirements motivates
extending Web services platforms to cater for
differentiated service offerings and policy-driven
dynamic adaptability. Adaptability is an important
requirement in the context of Web services to cater for
the need of diverse set of client applications requesting
customized view of consumed Web services to fit their
own contexts and preferences. Our research aims to
devise a novel service composition framework, named
AdaptiveBPEL, which leverages aspect-oriented
software composition techniques to "open up" the
service composition for dynamic change in order to
provide a greater degree of configurability and
dynamic adaptability of Web services. This framework
can: 1) ease adapting to changes in collaboration
policies and business rules governing service
interactions 2) provide different levels of functional
and QoS offerings. The adaptation process is policy-
driven to declaratively define the adaptive service

behavior and manage the dynamic injection of

functional and non-functional extensions into a core
service composition to allow on-demand and per-
instance service refinement.

1. Introduction

Web services are becoming the de facto technology
to interconnect and ease interoperability between
heterogeneous and autonomous systems. It promises
improved business agility and reduced integration
costs through increased interoperability and reuse of
loosely-coupled business-aligned services as well as
standards-based Enterprise Application Integration
(EAI) and B2B integration [9]. Web services vision is
to enable dynamic integration by composing
applications from replaceable and Internet accessible
software components from various providers. The
successful realization of this vision depends on
satisfying three critical requirements:

e Interoperability requirements with respect to
service interfaces, semantics, business protocols
and collaboration polices. Using open standards in
particular (WS-*) standards can help in addressing
interoperability requirement but it is not enough
(31

e Quality of Service (QoS) requirements to ensure
that the required services are reliable and timely.

e Adaptive services capable of self-adjusting, with
minimal or no manual intervention, to
accommodate policy and business rules changes as
well as requirements and preferences of various
clients accessing the service [5].

The push towards context-aware, adaptive and on-
demand computing requires middleware infrastructures
that support the delivery of adaptive services with
varying functionality and QoS attributes [8] in order to
meet the requirements of different clients accessing the
service in different contexts and with different service
levels expectations. For example, a financial analysis
Web service could advertise different service classes to
accommodate different clients’ requirements by
offering varying depth of the financial analysis,
verbosity and/or formatting of the results, the rate of
notification to clients, the guaranteed response time
and the payment model.

Service realization often required the composition
of various Web services, which is typically defined
using a process description language like BPEL [14].
However, current platforms for Web services
composition do not cleanly modularize and externalize
context-dependant extensions to add value or to
address QoS concerns. Thus the implementation of
adaptability extensions and QoS aspects gets scattered
and tangled with the core functional specification and
implementation of the composition [7] and this in turn
negatively impacts the system maintainability and
adaptability. Addressing these limitations, calls for
developing new architectural principles for building
such systems, and extending composition middleware
capabilities with mechanisms to ease addressing QoS
aspects and to facilitate the development and delivery
of differentiated and adaptive services.
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Our approach aims to allow dynamic change of the
process instance control flow path and dynamic
manipulation of exchanged messages between the
participating services. The adaptation process is driven
by aspects weaving constructs generated based on a
collaboration policy negotiated at runtime between the
interacting endpoints.

The rest of this paper is structured as follows.
Section 2 provides a background on Web services
composition and QoS aspects. Section 3 describes the
architecture and features of AdaptiveBPEL. Section 4
discusses related work while section 5 concludes the
paper and provides some directions for future work.

2. Background and problem area

Increasingly, applications are being built by
assembling services at a coarser-grain level from a
range of internal and external systems (Figure 1). The
main challenge of this model is to be able to offer
differentiated and adaptive services that can quickly
align the service behavior to varying functional and
QoS requirements. This is motivated by the fact that
Web services users (i.e., applications or individuals)
can have varied profile, different requirements, and
different willingness to pay for different service
properties. However, the best-effort service delivery
and ‘one size fits all’ is the prevailing model in Web
services today, all requests are treated equally and no
adaptable or customized service views can be easily
provided. The main motivation for our research comes
from the lack of suitable framework to facilitate the
development and delivery of differentiated services
with dynamic adaptability capabilities. Dynamic
adaptation is also required to meet high availability
requirements through hot fixes to long running
processes where it might not be acceptable to take
them offline to be extended [7].
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2.1. QoS in Web services composition

Web services introduce a layer of abstraction above
the operational systems layer to eases interoperability
between heterogeneous systems running on different
platforms, implemented in different programming
languages, and may be managed by different
providers. The true power of Web Services is
leveraged through the combination of Web services
possibly from different providers in order to create
more value-added and feature rich integrated services.
For example, an airline booking service, a hotel service
and a credit card service can be composed into a travel
booking service.

The composition specification typically uses a
process description language like BPEL [14] to specify
the process participants, the control flow (i.e., the order
and the rules controlling conversations between
participating Web services), the data-flow (i.e., the
messages exchanged between the composed services)
and the process fault handling mechanisms.
Composition languages draw heavily on business
process modeling and workflow systems. These
compositions are usually executed using centralized
BPEL engines that orchestrate and control interactions
and message exchanges between participating services.
However, Web services composition languages are
silent in regards to the specification and handling of
crosscutting concerns like QoS aspects while
orchestration engines have insufficient support for
enforcing collaboration policies that define QoS
requirements as well as adaptability and extensibility
needs. Hence, it is difficult to define, modularize and
manage non-functional concerns and context-sensitive
behaviors. The adaptation and QoS handling logic
often ends up being implemented in proprietary
manner and tangled with the core functional logic.

The problem is how to specify and address
adaptability and QoS concerns in Web services
composition without complicating the composition
logic or breaking the loose-coupling requirements of
service-oriented architectures. For example, how to
make sure that the interactions generated by the
composition are secure (authentication, message
encryption and signing), and reliable (exactly-once
message delivery) while insuring transactional
integrity. Embedding the specification and the
handling of non-functional concerns within the
specification of the core logic of the composition
would make the composition logic too complex and
hard to maintain and evolve [6]. To address these
limitations, we have first explored handling QoS
concerns, like security, by routing all exchanged
messages through a Web services messaging
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middleware, named wsBus [11]. wsBus leverages Web
services late-binding capabilities and introduces the
concept of a Virtual Endpoint (VEP), on which
multiple equivalent services, acting as a recovery
block, can be configured. A VEP may have a policy
(e.g., encrypt all outgoing messages using particular
algorithm) that the inbound/outbound messages must
adhere to. Handlers bound to the VEP intercept and
manipulate both request and response messages (e.g.,
encrypt outgoing messages and decrypt incoming
ones). wsBus acts as a Web services gateway, through
which travel all messages exchanged during the
process enactment. All request messages are sent to the
VEP, and wsBus transparently redirect messages to
real services at runtime. The selection of services is
based on monitoring data and QoS metrics gathered
from prior interactions or from trusted peers. Before
dispatch, the message passes through a series of
handlers to enforce QoS policies. Responses are routed
back through wsBus where further processing such as
correlation and persistence can take place before the
response is routed back to the orchestration engine.
Although wsBus transparently added valuable services
while avoiding the complication of Web services
composition with QoS handling logic, it could become
a bottleneck unless multiple clustered instances are
deployed.

In this paper, we explore alterative techniques to
address QoS aspects at the process level, our proposed
framework, named AdaptiveBPEL, aims to augment a
Web services composition engine, like ActiveBPEL
[1], with policy-driven aspects weaving mechanisms to
transparently enforce QoS policies and dynamically
adapt the composition instance through the ability to
weave predefined extensions as Web service calls
either before, after or instead of an activity instance.
Some examples of such extensions are:

e Check client-specific constraints defined in an
SLA contract

e Add debugging and auditing features through
persisting any update to given variables

e Persisting and retrieving the process state between
activities

e Encrypt outgoing messages and decrypt incoming
ones

e Trap all send/receive messages and redirect them
to a different service using a different protocol or
buffer messages for later replay.

2.2. Fundamental aspects of adaptability

Adaptability is an important requirement that needs
to be taken into consideration in the context of Web
services based applications. Adaptation can be static or

dynamic, manual or automatic, and proactive or
reactive [8]. Static adaptation requires software code
modifications while dynamic one only modifies the
software run-time behavior. Manual adaptation can be
contrasted with automatic one which is performed by
the software itself when a certain condition occurs.
Proactive adaptation is triggered before a change
occurs in the environment whereas reactive one is
performed as a consequence [8]. Our work focuses on
runtime adaptations of composite service instances
since they are more challenging and insufficiently
addressed in related work.

Current Web services platforms provide no
mechanisms that allow developers to create policy-
driven adaptable Web Services, and this impedes the
flexibility and loose-coupling promised by Web
services. Also, Web services composition engines do
not have any built-in mechanism to enforce policies
during process enactment, and there is no clean
separation of concerns between the functional and the
non-functional code within SOAP handlers. Because
of their capability to separate concerns, aspect-oriented
software composition techniques could be leverages to
help alleviate these limitations.

2.3. Adaptability using aspects weaving

Aspect-Oriented Software Development (AOSD) is
a paradigm that allows capturing and modularizing
concerns that crosscut a software system into modules
called aspects. Furthermore, application’s behavior can
be dynamically adapted using dynamic weaving [4] as
aspects can be activated/deactivated at runtime. An
aspect may contain different code fragments (called
advice), and location descriptions (called pointcuts) to
identify where to plug the code fragments in. The well-
defined points in the program flow that can be selected
by the pointcuts to inject additional behavior are called
join points [17]. The activity of integrating aspects into
a base component is called weaving. A weaver is a
mechanism that integrates a base program with aspects
to alter the behavior of a system either by source code
modification or by use of hooks during compilation or
at runtime time [17].

2.4. Motivating Example

Consider the following example of a Loan Process
that is deployed at a typical loan broker. The loan
broker accepts a request from a client, performs a
credit check with an external service and then routes
the application to different loan agencies. After
receiving the offers, the best offer is selected and the
customer is notified. The scenario consists of the
following participants: LoanBroker, CreditRating
service, ABCLoanService, StarLoanService and the
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customer. The Loan process (Figure 2) orchestrates
interactions between these services. This scenario
illustrates that for this process to execute successfully
the policies of the Loan Broker and those of the
participating services need to be consistent and
compatible. Also at the process enactment time
middleware mechanisms are requires to compute
consistent policies (in our example between the Load
Broker local policies and the policies of the
participating services) and enforce them. This can take
pace either at the messaging bus (Figure 1) usually
deployed beneath the business process layer or the
BPEL engine itself can be augmented with
mechanisms like aspects weaving capabilities to take
the responsibility of enforcing the policies declared by
each process participant. The latter option allows
greater flexibility to quickly adapt to changing
collaboration policies without redeploying the business
process.
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Figure 2: Loan BPEL process

In our scenario runtime policy negotiation could be
required if the Loan Broker policy stipulates that
messages for loan requests greater that certain
threshold or coming from corporate customers should
be strongly encrypted while for other requests a
weaker encryption could be sufficient. Runtime policy
negotiation and enforcement is also justified if the
Loan Broker policies are sensitive to runtime
conditions, for example a policy could stipulate that
when the server CPU usage or the pending messages

queue length is greater that certain threshold, the
system should switch to using weaker encryption
policies to meet performance SLAs.

3. AdaptiveBPEL architecture

AdaptiveBPEL (Figure 3) aims to investigate,
define, implement and experimentally evaluate a novel
approach based on AOSD [2] mechanisms to ease the
development of differentiated and adaptive Web
services composition. AOSD seems to be a promising
paradigm to address service adaptability and non-
functional concerns [7]. Nevertheless, AOSD is
currently mostly focused on low-level language
extensions [17]. In order to exploit aspect-oriented
software composition techniques at the process level,
AOSD techniques need to be improved to support:

e run-time composition of aspects to enable
dynamic customization of process instances

e policy-driven selection of aspects to enable client-
specific customization of services

The core of the framework is a run-time aspects
weaving middleware that can be integrated on top of
existing composition platforms, like [1], to achieve
adaptable executions and extensible business
processes. The adaptation process is policy driven to
declaratively define the adaptive service behavior
through selective and dynamic injection of functional
and non-functional extensions into a core service to
allow on-demand service instance adaptation and to be
able to provide differentiated service levels from the
same service composition.

For example, to implement authentication logic,
execution points (i.e., point-cuts) need to be defined
along the process control flow path, to allow
intercepting sent/received SOAP messages, to be able
to add security headers like adding the caller’s
username/password pairs as requested by the security
policy declarations of the partner Web service.

First, components addressing service adaptability
and non-functional concerns need to be encapsulated
into a set of aspects. The second step is to identify and
declaratively describe the join points in the service
composition where possible adaptations or extensions
may be required. Then, depending on a deployment
descriptor or a run-time negotiated policy between the
service client and the service provider, AdaptiveBPEL
will drive the plug-in and removal of pre-defined
aspects into the abstract process instance.
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Figure 3: Conceptual AdaptiveBPEL architecture

3.1. Policy-driven adaptability

In AdaptiveBPEL, aspects weaving into a process
instance can be driven either statically by a
deployment  descriptor manually crafted or
dynamically by a negotiated policy at runtime.

To enable interoperation between composed
services, their advertised conversation policies
expressing requirements/capabilities and preferences,
need to be consistent. The policies matching can take
place during a pre-enactment phase or during
enactment, particularly when policies change
frequently or if they are sensitive to runtime conditions
or when real Web services to be used are only known
at runtime.

Given collaboration policies that are expressed in a
declarative, machine-readable format and advertised
by interacting services, using a language like WS-
Policy [13], matching mechanisms are required to
arrive at a mutually acceptable composite-policy
satisfactory to interacting parties. For example, just
knowing that a service supports WS-Security is not
enough information to enable successful integration.
The client endpoint needs to know what security
tokens the provider is capable of processing (such as
Username Token, Kerberos tickets, or certificates), and
which one it prefers. The client must also determine if
the service requires signed messages and what token
type must be used. In addition, the client needs to

know when to encrypt the messages, which algorithm
to use, and how to exchange a shared key with the
service.

AdaptiveBPEL has a built-in policy mediator (PM)
to negotiate a composite policy and oversee the aspects
weaving to enforce the negotiated policy. In other
words, as a pre-processing before service invocation, a
handshake takes place to agree on policies that will
drive the conversation. As illustrated in Figure 4, the
process starts by the PM at the initiator endpoint
issuing the consumer’s policy to the service provider,
then the PM at the service provider computes an
intersection of the policies (i.e., policy matching) to
find a consistent policy acceptable to both ends. The
calculated policy is then communicated to the client.
Next, the client endpoint verifies that the calculated
policy is compatible with the local policy. If the policy
matching fails, an exception is raised to alert that the
policies of interacting services are incompatible.

= Policy matching £
Service |5 (compute an 3| Service
Consumer |5 intersection S| Provider
s of the policies) S
CHED)
Client Provider
a Policy policy

Figure 4: Policy mediation process
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To enforce the computed policy, as well as any
adaptation policies specific to the process initiator, the
Aspects Factory component generates the required
aspects weaving configuration to instruct the BPEL
engine on how to intercept points in the process
execution and where to plug-in calls to middleware or
user-dependant services. The generated configuration
file defines the XPath queries, based on the abstract
process definition, to specify the pointcuts within the
process instance where adaptability as well as QoS
logic advices should be injected. In our framework,
advices are specified as service calls to a pre-defined
set of Web services that either encapsulate
infrastructure services (like SOAP message signing),
context dependent behavior services or services
wrapping calls to enforce business rules managed by a
Business Rules Management System (BRMS) like
ILOG JRules [20].

4. Related work and discussion

Building applications that are easy to adapt and
extend is a well-explored topic in software
engineering. This section briefly highlights the
research efforts closely related to our work. We also
discuss how our work will differ and complement
existing body of knowledge in the area of dynamic
Web services adaptation.

4.1. Adaptability in
systems

traditional workflow

Workflow systems address the need for adaptability
and flexibility using a variety of implementation
approaches [5, 10, 12]. Their main contributions are
formally founded methods to make the workflow
process capable of efficiently adapting the tasks to be
performed and their execution order (e.g., add or
remove tasks, change control flow paths etc.) in
reaction to changes in the environment conditions like
changes in the types of the participants, their role in an
organization and the infrastructure reconfiguration.
The process adaptations can be classified according to
whether they are performed at design-time or
enactment-time either at the process schema or process
instance level [12]. For example, eFlow [5] uses
several constructs to achieve adaptability. These
include dynamic service selection and binding, parallel
execution of multiple equivalent services and the
notion of generic service that can be replaced with a
specific set of services at runtime. eFlow is also
equipped with a migration manager that assists users to
modify running process instance(s) without violating a
predefined set of behavioral consistency rules. But
adaptability support remains insufficient and vendor

specific [15]. Moreover, many adaptation triggers, like
infrastructure changes, considered by workflow
adaptation are not relevant for Web services
composition because participating services hide all
implementation details and only expose interfaces
described in terms of types of exchanged messages and
message exchange patterns. On the other hand, Web
services composition need to be more adaptive to
policies and business rules governing interactions
between composed services.

4.2. Adaptation of distributed applications
using aspect-oriented approaches

AOSD research explores non-conventional software
composition approaches to provide flexible extension,
adaptation and integration of components. AOSD
techniques were first explored in the context of
programming languages (e.g., Aspect] [17]), and
currently extended to support the full software
lifecycle [2]. Recently AOSD approaches have been
explored in the context of distributed and component
based applications [8, 22, 24]. For example, GlueQoS
[24] propose an adaptive and AOSD approach to
support policy-driven configuration of client and
server middleware to ensure interoperability. QoS
preferences are specified in the GlueQoS policy
language. These policies are exchanged at binding time
between systems interacting in an ad-hoc setting, using
the GlueQoS mediation meta-protocol. The policies are
then matched up, and resolved by the GlueQoS
mediator. The resulting policy resolutions are deployed
and executed.

Many projects such as [19] explore applying
dynamic aspects to component architectures to
enhance flexibility and adaptability. For example, the
JAsCo infrastructure [21] enables the execution of
Java Bean component based applications that can be
dynamically adapted by aspects. The components
when loaded into the infrastructure are modified to
insert traps at every public method which invoke the
aspect weaver when they are called. A management
layer based on the JAsCo aspects [22] was developed
to address client-side management of Web Services.

The above research efforts provide a good
foundation for our work but their main focus is low-
level object-oriented middleware extensions while our
focus is on coarse-grained process-oriented
interactions and composition adaptation.
AdaptiveBPEL is also closely related to AO4BEPL [7]
but our work adds the policy-driven adaptation and
dynamic specification of aspects to enable instance-
specific customization of the service composition.
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4.3. Web services policy languages

Our work relates to formal representations of Web
services policies. Policies can be seen as a decision-
making guide specifying the rules governing choices in
the behavior of a system [16]. Policy-driven systems
provide the required flexibility in building and
managing composite services by allowing a change of
the system behavior without modifying the process
specification. The authors in [16] identify three types
of policies:

e Action Policy, specifies the action that should be
taken when a condition is satisfied

e Goal Policy, specifies a desired resulting state that
must be achieved and maintained, but does not specify
how that is to be accomplished

e Utility Function Policy, where the system computes
optimal action to maximize a utility function.

Among the policy languages relevant for Web
services, the most prominent one is OASIS eXtensible
Access Control Markup Language (XACML) [18]. It
defines a language for expressing access control
policies. In XACML, conditions and effects are
combined into rules, and rules are combined into
policies. Typically, the result of an XACML policy is
permit or deny access to the resource governed by the
policy. XACML also includes the notion of
obligations, which defines a requirement associated
with the policy. For example, logging could be an
obligation associated with permitting access to a
resource.

For defining contracts to specify agreed upon non-
functional characteristics, one can use Web Services
Agreement Specification (WS-Agreement) [23]. It
defines a template for agreement in the form of Service
Level Objectives (SLOs). For example, provide a two
second average response time for a Web service
operation.

The Web Services Policy Framework (WS-Policy)
[13] defines an extensible container to hold domain-
specific policy assertions. For example, WS-
SecurityPolicy defines semantics for security policies
that are embedded within the WS-Policy wrapper.

In the context of Web services, policies can be
defined and communicated either statically or
dynamically. Static policies can be attached to the
service contract (e.g., WSDL) while dynamic policies
are created and communicated to service consumers
during interactions with the service.

Policy languages space remains fragmented and a
unifying framework is highly needed. Moreover,
automated  consistency checking of  policies
(expressing non-functional requirements such as
security, reliability, and transactional integrity) is still

in its infancy [24]. The challenges arise from the fact
that policies evolve over time and vary with a service’s
deployment context (which may change dynamically)
and runtime environment (which is constantly
changing). These factors complicate the task of
automating policies interoperability and make a clear
case for further research to address these needs. Two
main problems that need to be addressed: 1) How can
we ensure that composed services have compatible and
consistent QoS policies? 2) How can we dynamically
detect and resolve/mediate conflicts between policies
of composed services? Our future work will
investigate novel algorithms and a policy middleware
to address these open issues.

5. Conclusion

Enforcing collaboration policies as well as
supporting client-specific customization of Web
services composition is required because ‘one size fits
all’ model is not enough as there is often a need to
adapt services to fit their invocation context and the
user profile. This paper presented the initial
architecture of a framework, named AdaptiveBPEL, to
enable crosscutting and context-sensitive logic to be
factored out of the service composition and
modularized into aspects. AdaptiveBPEL manages the
dynamic refinement of a service composition instance
through policy-based aspects weaving to address QoS
concerns and adaptability needs. In this paper, our goal
has been to motivate and contextualize our framework.
As future work we are working towards completing
the development of the framework and experimentally
evaluating it in realistic and advanced scenarios.
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